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Abstract—The targeted covert collection of Internet data,
which can not only effectively hide users’ traces but also
efficiently navigate to target data, plays an important role in
three-dimensional social security. Due to big data generated
by online social networks, large-scale network analysis usually
confront with unbearable computational complexity, resulting in
failing to achieve expected results within the specified response
time. To retrieve and analyze the most important data within
predetermined time, we study the problem of targeted covert
collection with multiple granularity levels for Internet data in
this paper. To find target data (or web users interchangeably),
we use a tree indexes with the largest spanning tree to rank
Internet data. Finally, we propose an effective collect algorithm
for Internet data acquisition under different granularity levels.
We validate our proposed scheme with the real data, which are
gathered from the an online social platform. The experiment
results verify that our algorithm can find the target data and
collect data covertly with different granularity levels.

1. INTRODUCTION

Compared with the real world, the Internet has a strong
ability to release, exchange and share information. At the same
time, the relationship between users in online social networks
is mapping of offline user relationship to a certain extent.
Sometimes, it takes only a few minutes for a hot event to
spread among tens of thousands of web users. To quickly
explore and control the trend of hot events, mass emotion
and even the international situation, we can obtain the data
of domestic and foreign news media, relevant organization
websites and popular online social networks, and conduct
online public opinion analysis. However, with hundreds of
millions of web users, how to quickly find the most important
representative is crucial.

There are many categories of topics on the Internet, and each
user is interested in different topics because of the differences
of personality, knowledge background and professional habits.
To collect and analyze a specific topic, we need to find the
set of influential users corresponding to the specific topic.
Therefore, we need to capture sensitive target data according to
the needs of comprehensive analysis. At present, the security
settings of many websites restrict frequent network access. To
visit any website freely, we must use trace hiding technology
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to hide the more concentrated information browsing and
searching intention. Sometimes, there is a time limit for public
opinion analysis on specific topics. While a detailed analysis
should be given if time permits, only an overview can be given
if time is limited. Therefore, it is of great significance to collect
covetly target Internet data with different granularity.

In line with the reality, a few users have authority on
certain topics and have lots of followers. Their influence and
information propagation ability are significantly higher than
other users. The interaction behaviors of web users includes
reposting or comment one another’s article, giving a like or
dislike for one another’s reviews on online social platforms.
The type and frequency of interaction between web users are
regarded as the strength of relationship among users, thus
forming an online social network. Information propagation in
online social networks is similar to the spread of diseases.
Susceptible/Infectious/Removed (SIR) model and Independent
Cascade (IC) model are two traditional models of disease
propagation. The node with the strongest propagation ability is
the node with the greatest influence. In general, the importance
of a node is determined by the topology of the social networks
(usage centrality, intermediate centrality, clustering coefficient,
etc.).

The existing target user discovery algorithms only consid-
er the user influence determined by the network topology.
However, in real life, if users with less influence are more
active in certain topics, they are also very important for such
topics. In this paper, taking the ranking of users in online social
networks and the activity levels of users participating in topics
into account, we propose a novel algorithm to collect covertly
Internet data by selecting target users. Furthermore, we use a
tree indexes with the largest spanning tree to arrange web users
in terms of aggregate influence. This structure makes full use
of the hierarchical characteristics of the tree. It can preserve
the importance ranking among users, on the other hand, it
expresses the hierarchical levels of users under different topics.
Finally, we retrieve Internet data with different granularity by
index of the tree at a given response time.

The main contributions of our paper are summarized as



follows:

« We propose a novel aggregate influence analysis frame-
work to effectively extract important information from
online social networks. The existing research considers
the ranking of individuals in static network structure. For
the first time, we try to combine the ranking of users in
social networks with the activity levels of users, so as to
predict and find the set of influential users participating
in specific topics or new topics.

« We propose a hierarchical retrieval algorithm to find
the set of target users with multi-granularity within a
given response time. The hierarchy of the tree not only
preserves the ranking of users, but also reflects the
activity levels of users on topic categories. According to
the response time limit, users can be retrieved by the
index of tree with different granularity.

« We evaluate our proposed algorithm with extensive exper-
iments on real datasets that we crawl by ourselves. The
results verify that the proposed algorithm can find target
users and collect covertly Internet data effectively and
efficiently. This shows that the proposed algorithm can
be readily applied to online social networks to retrieve
the desired Internet data.
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Fig. 1. Weighted social network G(V, E). Each directed edge in E
implies interactions between the two corresponding web users. The
web users in red are the leading nodes and have better chances of
getting involved in new topics with high probabilities.

The rest of this paper is organized as follows. We introduce
our system model in Section 2. The target user discovery
algorithm is presented in Section 3. The experimental results
on the real dataset is illustrated in Section 4. Section 5 reviews
related work, and Section 6 concludes the paper.

II. SYSTEM MODEL

We consider a weighted directed graph G(V, E) to model
the web users and their relationships of a online social net-
work, where V' is the set of web users, F is the set of directed
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edges between web users. Here, the total number of web users
is denoted by N, i.e., |[V| = N. As shown in Fig. 1, the weight
of each directed edge in F, w; ;, which implies the potential
influence of web user v; on v;, is calculated based on the
interaction between the two users. According to the interaction
rules of online social networks, these following behaviors
between two web users should be taken into account when we
compute the weight, e.g., reposting or comment one another’s
article, giving a like or dislike for one another’s reviews on
online social platforms. Because of the inherent asymmetry
interaction between users, we assume that w;; # w;; and
wij; +wj; = 1, wy; € [0,1], w;; € [0,1]. For a leading
user v; and one of his fans v;, w; ; is infinitely close to 1,
while w; ; is approximately equal to 0. Certainly, edges with
a weight of 0 are not shown in Fig. 1. However, for two web
users with equal influence, w; ; ~ w;; ~ 0.5.

Due to the differences of personality, knowledge back-
ground and professional habits, each user is interested in
different topics of online social networks. Let C' denote the set
of topic categories of all articles from online social networks,
and ¢; as the set of topic categories in which web user v; is
interested, i.e., C = ¢1 U ca... U ¢y, where |C| represents the
total number of topic categories. To characterize the dynamic
of users’ interests, we use an finite time horizon that is
composed of multiple time slots. We assume that the set of
topic categories c; that user v; is interested in will not change
significantly in a short period of time. Therefore, we use a
sliding window ¢ = [t*,¢/] to represent the time range in
which the set of topic categories that the user is interested in
remains unchanged, where ¢° and ¢/ are the starting time and
the ending time, respectively, t* € [0, 7], t/ € [0, T]. In other
words, for user v;, |¢;| is a constant during [t£, ¢/].
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Based on the historical data of the topics concerned by user-
s, how to find the target data (i.e., target web users) involved
in new topics is facing great challenges. Finding target web
users is essentially equivalent to predicting which users will
participate in new specific topics. In general, the categories of
topics that users are interested in are very limited. The more
topics they participate in, the more active the users are, and the
more likely they are to participate in new topics. Therefore,
when we predict the possibility of users participating in new
topics, we take the historical information of users’ activity in
old topics into account. The total number of topic categories is
expressed as m, i.e., C = {g1,92,...,gm},|C| = m, where g;
refers to a specific topic category. we create a one-dimensional
vector s, s = {s1,82,...,8m},|s| = m, to characterize the
intensity of specific users participating in each topic category.
For user v;, s is computed as follows: (1) obtain all articles
published online by v;; (2) classify articles by topic category;
(3) assign a value to s;, ¢« = 1,2...,m, s; is equal to the
number of articles in the specific topic category. Finally, we
construct an activity representation matrix A, whose element
a;; denotes the activity level of user v; on the topic g;.

The calculation of user activity matrix A is illustrated in
Fig. 2. Firstly, based on the given three topic categories g1, g2
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Fig. 2. A toy example of the activity level calculation. The online
social network consists of four users, five articles published and three
topic categories. Firstly, the activity level of each user participating
in these three topic categories is computed. Secondly, the matrix A
is obtained. Finally, the normalized activity levels for all users are
achieved.

and g3, as well as the articles published online by four users,
we calculate the activity level of each user participating in
these three topic categories, i.e., to obtain the corresponding
vector s for each user. Secondly, by combining the user activity
levels of four users, the matrix A is obtained. We assume
that all users participating in the same topic category share
equally the credit. Therefore, all four users have participated
in g1, a;; = 0.25,4 = 1,2, 3,4. Similarly, user v; and v4 have
participated in go, a12 = age = 0.5. Finally, the activity level
of user v; is denoted by I,,(v;|C), where I,(v;|C) = Zj @ij.

In reality, the number of participants in hot topics can reach
tens of millions, while the number of participants in unpopular
topics is only a single digit. There is a big difference in
the number of audience of topics. To measure this difference
reasonably, we take the number of participants in topics into
consideration. The activity level of user v; in topic ¢; can be
recalculated as

_ Zm Ia(vilc):um
i
where i, is the number of messages under topic g,,, it is the
average of all messages for all topics.
To rank the activity level for all users, we normalized

Ia(vile;) by

Ia(Ui|Ci) (D

Ia(vi|ci)
S Ta(viles)

Ia (’UZ‘|C1; ) =
i=1 1a
The key notations are summarized in Table 1.
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III. TARGET WEB USER DISCOVERY IN A SOCIAL
NETWORK

To a certain extent, activity levels of users can indicate the
possibility of users to participate in specific topics, especially
new topics. However, the influences of users, which are
determined by the topology of online social networks, is also
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TABLE I
KEY NOTATIONS

Notation Definition

G(V,E) a weight directed graph as an online social network.
\%4 the set of web users.

E the set of directed edges.

N the number of web users.

w; the potential influence of v; on v;.

(& the set of topic categories.

¢ the set of topic categories in which v; is interested.
T the upper bound of the time slot.

s user participation in the topics.

m, the number of messages under topic gm,.

m the average of messages for all topics.

Ia(vile;)  activity level of v; in c;.

Ip(v;|c;)  the PageRank value of v;.

1(vi|cq) the aggregate influence of v;.

H;:" the set of in-degree neighbours of v;.

H ;’“t the set of out-degree neighbours of v;.

d the damping coefficient.

PR; the PageRank value of individual v; at iteration .
B the activity intensity coefficient.

crucial, and should be taken into account when we search for
the target web users. Therefore, we calculate the aggregate
influences of web users based on activity levels and ranks
of users, then propose a multi-granularity target web user
discovery algorithm with help of a tree structure, and an
optimal solution is achieved by retrieving iteratively the data
in a top-down manner by layer to find the most influential
users finally.

A. Rank calculation of web users

The PageRank algorithm evaluates the importance of web
pages according to the topological characteristics of the web
graphs. Since the equivalence between the users of online so-
cial networks and the web pages of web graphs, the PageRank
algorithm can be used to calculate the influence of users in
online social networks based on the system model introduced
in the previous section. Let PR; ., denote the rank of web user
v; at iteration ~, HJ‘-’“t and HZ" denote the set of out-degree
neighbours of user v; and the set of in-degree neighbours
of user v;, respectively. For each iteration, the PR; ., can be
update as follows:

PRiﬁJrl:d' Z wqjﬁj

) in
v;EH}

PR,  1-d

|H]"”t| N ,VviEV

3

where w; ; is the potential influence of v; on v;, N is the
number of web users, and d € [0, 1] is the damping coefficient
to prevent the ranks increasing indefinitely. Let I,(v;) denote
the rank of web user v;, I,(v;) can be obtain from the result
of the final convergence of PageRank algorithm.

B. The aggregate influence calculation of web users

Do two users with the same ranks have the same activity lev-
el? We have known that the rank is decided by the topologies



of web graphs, while the activity level is determined by the
users’ interest. Obviously, web users with high ranks and high
activity levels are more likely to participate in specific topics
or new topics. Therefore, such users are the target users we
are looking for. Combing ranks and activity levels together, the
aggregate influence of web users can be computed as follows:

I(vilei) = F(vi) = Bla(vilei) + (1 = B)Ip(vi) — (4)

where I, (v;|c;) is the activity level of web user v;, I,(v;) is
the rank of web user v;, and 3 is a coefficient, 0 < 8 < 1.

C. Aggregate influence-based model for online social net-
works

For an online social network with a large number of users,
it is facing challenges to find the most influential users within
a given response time for new topics, so as to obtain targeted
information. The new topics in online social networks are
constantly emerging, and large-scale network analysis usually
confront with unbearable computational complexity, resulting
in failing to achieve expected results within the specified
response time. Without historical information, a comprehen-
sive analysis of new topics is like looking for a needle out
of the sea. Therefore, we propose a tree indexes with the
largest spanning tree to rank web users based on the aggregate
influence.

The indexes model consists of a set of nodes (leaf nodes
and non-leaf nodes), in which each node is arranged according
to users’ aggregate influences in online social networks. For
non-leaf node v in layer [, we have the following constrain:

Il(v|cv) > Il+1(v0|cvo) 5)

max
v, €{ the set of nodes in layer /+1}

where v is any node in layer [, v, is any node in layer [ + 1,
and I'(v|c,) represents the aggregate influence of individual v
of layer [. Here, ¢, and c,, is the set of topics for node v and
node v,, respectively. Thus, Eq. (5) implies that the aggregate
influence of node v in layer [ is always greater than or equal
to any node in layer [ + 1. As mentioned earlier, we assume
that the set of topic categories in which users are interested
remains unchanged over a fixed time window. In this way, the
accuracy and time efficiency of the retrieval algorithm can be
guaranteed even in the case of a large number of web users.
Due to the particularity of the tree structure, searching for the
target user corresponding to a specific topic or new topics is
transformed into a breadth first traversal process starting from
the root node.

We adopt the Prim algorithm to generate the tree indexes
structure by selecting the node with the biggeset aggregate
influence each time. Specifically, the indexes structure of each
web user in V is determined jointly by their ranks and activity
levels in a social network.
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Fig. 3. The tree indexes architecture. The nodes (web users) are
arranged based on the aggregate influences, and aggregate influences
decline from the root node to leaf node.

D. Target user discovery Algorithm for an online social net-
work

Our goal is to find the top-k influential web users in an
online social network for given topics. According to the pro-
posed tree-based indexes model, we introduce the hierarchical
target user discovery algorithm, as shown in Algorithm 1.

Algorithm 1 Target User Discovery Algorithm

Input: The topology of a social network G(V, E), The desired
number of users k, The maximum time slot 7', the set of
topics C.

Output: The set of nodes Q and the tree B.

1: Initialization Q = 0.
2: for t=1,2,....,T do
3: Calculate the activity level of user v under different

topics based on Egs. (1) and (2).

Compute the rank of user v according to the topology
of the social network.

5: Calculate the aggregate influence of user v based on

the rank and the activity level of user v.

Arrange nodes and build the tree B.
for [=0,1,2,... do
if Candidate set |Q| # k then
Put all nodes from left to right in layer [ into

Q until |Q| = k.

return O and the tree B.

° % 3R
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Our target user discovery algorithm first calculates the
user’s activity level(line 3), then calculate the user’s rank by
the PageRank algorithm based on the topology (line 4), and



finally calculates the aggregate influence of the user (line 5).
According to the aggregate influence, nodes are arranged to
build the tree. Based on the given target number & and the set
of target topics, all the target users are found.

As mentioned earlier, the set of topic categories in which
one certain web user is interested in remains unchanged
within a certain time window. Therefore, compared with
other schemes, our proposed algorithm can find target users
effectively and efficiently. Moreover, with the change of the
number of targets and the required time, our algorithm can
always provide high precision prediction.

IV. EVALUATIONS

In this section, we evaluate the performance of our proposed
algorithm with the real-world dataset that we crawl by our-
selves. Meanwhile, compared with other existing algorithms,
our proposed algorithm can find the target users effectively
and efficiently. Furthermore, according to the given number
of targets and response time, our method can obtain multi
granularity target data.

A. Experiment Setup and Dataset

The experiments in this section uses datasets crawled from
Microblog and Twitter. The datasets generated by crawling
from these two platforms have similar properties. Microblog
and Twitter are two of the largest online social platforms
in the world. These two social platforms have the explosive
network scale and involve hundreds of millions of web users.
However, our computing and processing resources are limited.
Therefore, we adopt the topic-based approach to crawl data.
Accordingly, we select a few hot topics and crawl the users
who participate in these topics. By deleting some isolated or
unrepresentative web users, we retain about 2500 users and
100000 Blogs users have published, and build an online social
network based on users’ click, track, comment, forward and
other interactive behaviors. The PageRank algorithm is used
to calculate the user’s rank based on the topology, and the
historical data of the user’s participation in topics is used to
compute the activity levels for users. Finally, the aggregate
influences for all users are achieved.

Due to different personality, professional background and
life experience, users are interested in different topic sets.
Furthermore, the topics can be divided into hot topics and
unpopular topics. Therefore, it is necessary to differentiate
topic categories for all the historical information of each user,
and know about the topics or public opinions that users are
interested in, so as to calculate the activity levels of users
participating in topic categories. First of all, we extract the
weight of each word in the Blogs, and then extract the weight
of each word. Furthermore, through the threshold obtained by
many experiments, the set of keywords of Blogs is extracted,
and then the feature vector of each Blog is generated. Finally,
we adopt a deep learning model based on the natural language
processing (NLP) algorithm. By inputting the eigenvector of
each Blog, the topic category of the Blog is obtained.
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We believe that when a user is highly active on multiple top-
ic categories and has high influence in the network topology,
it is very likely that the user will have high influence under a
new topic. Moreover, as mentioned above, the activity levels
and ranks of users will not change significantly in a short
period of time. Therefore, the target user discovery algorithm
based on aggregate influence can achieve better performance.

B. The aggregate influence analysis

The relationship between three properties (number of
followers, number of topics as well as number of Blogs) and
aggregate influence. To verify effectiveness of our proposed
analysis framework on online social network platforms, we
test the relationship between aggregation influence and several
parameters. As shown in Fig. 4, the figure contains three
curves, which in turn show the relationship between the
aggregate influence and the number of topics users participate
in, the number of Blogs published, as well as the number of
followers. The four group on the x-axis also have different
quantitative intervals. For the number of topics, the four
values on the x-axis represent the number of topics in the
range of [0, 4], [5, 91, [9, 13], [13, +oc]. For the number
of Blogs, the four values on the x-axis represent the number
of Blogs published by users in [0, 25], [25, 50], [50, 75],
[75, +00]. For the number of followers, the four values on
the x-axis represent the number of followers of the specific
user in [0, 100], [100, 1000], [1000, 10000], [10000, +oo].
Compared with the three lines in Fig. 4, we can know that
with the increase of the number of topics, the number of Blogs
published and the number of followers, the aggregate influence
of users is significantly improved, which is highly consistent
with our intuitive judgement. In addition, when the number of
followers and the number of Blogs published are small, the
aggregation influence is more affected by the number of Blogs
published. We can also know that users who publish frequently
are more important in the context of new topic content when
the aggregate influence is small. At the same time, with the
increase of the number of followers, the aggregation influence
is more affected by the number of Blogs published.

The relationship between aggregate influence and two
metrics (ranks and activity levels of users). In our target
user discovery algorithm, tree is the key component. It can not
only be used as the index of retrieval, but also can be used
to achieve topic-based Internet data retrieval with different
granularity levels. Fig. 5 illustrates the relationship between
ranks as well as activity levels of users and aggregate influence
at different layers in the tree model. All these three parameters
decrease with the increase of the number of layers. For users
at the first layer, their ranks are at the top of the list, and the
corresponding aggregation influences are large. Surprisingly,
even though users are ranked at the bottom of the list, thanks
to their high activity levels, the corresponding aggregation
influences can not be ignored. The proposed algorithm takes
the activity levels of users into account, and can fully explore
the users who contribute to specific topics. Therefore, our
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proposed algorithm can find the target users effectively and
efficiently.
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Fig. 5. The relationship between ranks, activity levels and the
aggregate influence.

The relationship between topics and aggregate influence.
In online social networks, the value of data will change
dynamically with the change of social environment and time.
The importance of users is not only related to the network
topology, but also closely related to the set of topics they
participate in. We have noticed that when a new topic category
is generated, compared with users who participate in fewer
topics, users who participate in more topics are more likely to
participate in the new topic, and gain higher influence on such
topics. Fig. 6 shows the relationship between the number of
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topics participated by different users and aggregate influence.
As the number of topics increases, ranks, activity levels of uses
and aggregate influence increase accordingly. Due to the big
proportion of user activity in aggregate influence, even users
with low rank in social networks will have higher aggregate
influence if their activity levels are high. Therefore, topic plays
an important role in the retrieval of important user information.
This proves the correctness of our proposed algorithm again.
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Fig. 6. The relationship between topics and aggregate influence.

V. RELATED WORK
A. Target user discovery

Katz et al. [1] found that a fraction of individuals (opinion
leaders) have an obvious guiding effect on the behavior of
others for the first time. Since then, target user discovery has
always been a hot topic, which aim to find the minimum
number of users to maximize the influence coverage in social
networks. In [2], Kempe et al. proved that the target user
discovery problem is a NP-hard problem. Subsequently, more
and more scholars evaluated the importance of users by ana-
lyzing the static statistics of the topology of social networks.
Bonacich et al. [3] used the degree of centrality i.e., the
number of direct neighbors of nodes in a network, to measure
the influences of users. The two most classic algorithms
based on link topology are PageRank algorithm [5] and HITS
algorithm [6]. Several algorithms based on these two kinds of
algorithms have been proposed. Duan et al. [4] proposed the
ClusterRank algorithm, which used the degree and clustering
coefficient of network nodes simultaneously to assess the
importance of users. Weng et al. [7] proposed an algorithm,
TwitterRank, which used the history records to infer the user’s
interest. The higher the interest similarity between users is,
the faster the information spread between users. Lu et al. [§8]
proposed LeaderRank algorithm, which added a common node
and two-way links with other nodes from a strongly connected
graph to avoid the incorrect ranking. In recent years, signed



social network has attracted the attention of scholars. Both
positive influence and negative influence of the social network
were considered in [9], [10], [11]. Compared with unsigned
social networks, the signed social networks can provide a more
detailed description of the relationship of users.

However, these existing schemes are based on the static net-
work status in terms of network topology or user relationship,
and can not meet the needs of dynamic public opinion analysis
within a certain time limit.

B. Information propagation and traceability

In online social networks, the process of information
spread is highly similar to the diseases propagation in bi-
ology. Furthermore, the representative model, i.e., Suscepti-
ble/Infectious/Removed (SIR) model and Independent Cascade
(IC) model are often used to model information spread. Based
on SIR model, Skaza et al. [12] studied the propagation model
of twitter’s topic tags and classify them. Moskowitz et al.
[13] proposed the centrality effect of SIR propagation model.
Adbvertising recommendations problem was discussed in [14],
[15]. With the continuous research, some scholars found that
there is Matthew effect in online social networks, because of
the common interest, many users form a community. Thanks to
the existence of the community, users interact more frequently
with friends in the same community. Hao et al. [16] proposed
a community detection algorithm based on the formal context,
an improved version of the algorithm was proposed in [17], so
as to satisfy the requirements of signed social network. Ding
et al. [18] proposed a CSIR-based model based on community
structure. Jain et al. [19] introduced the information propaga-
tion model based on the node of community center.

At the same time, as the reverse process of information
dissemination, information traceability aims to find the source
of information dissemination. Prakash et al. [20] proposed a
minimum description length localization method based on the
SI model. Zhu et al. [21] adopted the sample path method,
which find the source node that is most likely to be the sample
path in the snapshot as the traceability node according to
the network snapshot. However, it is difficult to obtain the
propagation status of all nodes on the large-scale online social
networks. Thus, Pinto et al. [22] selected a part of nodes as
the observation points in the network topology, recorded the
propagation status of these nodes and used methods such as
maximum likelihood estimation to find the source.

VI. CONCLUSION

In this paper, we study how to find the target users, so
as to effectively collect Internet data covertly. We notice that
the traditional user importance evaluation algorithms do not
consider the users’ activity levels to participate in topics.
Therefore, taking ranks and activity levels of users, we propose
a method to measure the possibility that users have high
influence under new topics, and use tree index to reflect
the hierarchical structure of users’ aggregation influences. By
selecting target users from top to bottom, data collection
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with different granularity can be realized. Our extensive ex-
perimental results have proved that the number of topics in
which users are interested is an important factor for users’
aggregate influence in online social networks. At the same
time, experimental results verify the effectiveness and accuracy
of our proposed algorithm.
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